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OUR MESSAGE

Media Review - Breach (2007)
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he movie Breach, was written and filmed
after a true story of our own American
History. A young FBI counterterrorism and
counterintelligence operative Eric O'Neill worked
as an investigative specialist with the Special
Surveillance group and played a major role in
the arrest, conviction, and later imprisonment of
former FBI agent Robert Hanssen. This movie,
tells the real life story of Robert Hanssen who
was caught being a double agent that spied for

lives. While in charge of this task force, his team
was assigned to search for the operative who was
selling our secrets, so he was able to steer the
task force in any direction he wanted in order to
never be in the spotlight himself, even if it meant
trying to incriminate CIA operatives. However,
behind Hanssens back, O'Neill was brought in
undercover to work on the inside. He was tasked
with gaining physical evidence and proof that
Hanssen was the actual operative behind the
American data breaches.

"An interestingly told
tale: melancholy,
thoughtful, and very
un-American."

While the movie goes into detail showing
how exactly O'Neill was able to develop a
relationship with Hanssen, gain evidence against
him, and ultimately help convict him, it also
highlights ZeroTrust which is a very common
term in the cyber world. Zero trust is a strategic
initiative that helps prevent successful data
breaches by eliminating the concept of trust
from a users network. The goal of zero trust
security is to protect the company from advanced
cybersecurity threats and data breaches, while
helping a company achieve compliance with
FISMA, HIPAA, PCI, GDPR, CCPA, and any
future data privacy. With implementing a zero
trust system, we are able to lessen the risk of
breaches which can have catastrophic problems
and large monetary consequences. We'll be
featuring more about ZeroTrust this year as
the government moves to make it a standard
compliance. While this movie is dated, the
principles remain true to this day and is definitely
worth a watch.

Peter Bradshaw
Call us at
808.206.8549
or email us at
info@hitechhui.com
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Guardian

Soviet and Russian intelligence services against
the United States from 1976 to 2001. Hansen
spent 22 of his 25 years with the FBI as a spy for
Russia, and was the one to initiate the relationship
volunteering information. Hanssen was assigned
to an analyst task force responsible for millions
of dollars of data, as well as many American
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New Year, New Cybersecurity Resolutions

“It takes
20 years
to build a
reputation
and few
minutes
of cyberincident to
ruin it.”
– Stephane
Nappo

This past year we had the pleasure of
attending a conference with guest speaker,
FBI counterterrorism and counterintelligence
operative Eric O'Neill. He is most noted for his
key role in the investigation and takedown of
double agent Robert Hanssen. You can read
more about Hansen and O’Neil in our Byte Sized
Reviews section on page 4!
Beyond the mind-blowing story of espionage,
O’Neill left us with some incredible insight
comparing today’s cybercriminals to those of
the best traditional spies and identified how
this view has inspired today’s term Zero Trust.
Hanssen is considered the 1st cyber-spy and the
most damaging using traditional spy tradecraft.
His “success” was in his ability to compromise
computer systems within the FBI. What this story
highlights is the evolution of espionage. Today,
most espionage takes place through computer
penetrations, more commonly known as cyberattacks.
I was working as a Defense Contractor while I
was still in High School when I was introduced
to industrial espionage. From that point on
I was hooked on security, and it has been a
cornerstone of my career ever since. I saw my
first compromise in 1999, and we watched as
the digital files were being destroyed in our Law
Firm which included an extremely high- profile
legal case that was all over the news. Later in
my career, we were setting up family medical
practices in retail stores across the country. Our
offices were broken into, alarms were cut, and

all the computers and servers were stollen. We
had just recently told a large corporation we would not be
submitting our information to them so, was it coincidence?
or espionage? That large corporation ended up standing up
medical practices that looked like the ones that we designed
and implemented.

While those were invasive thefts, today we are seeing
more attacks related to Zero Day Exploits and Supply Chain
Attacks. Prime examples of this are the SolarWinds hack,
the Microsoft attack, and the Colonial Pipeline Ransomware
attack that all took place this last year. In each of these
situations, hackers are working as spies to learn about a
company’s habits, vulnerabilities, and flaws that they were
then able to exploit to gain access to internal systems. Much
like how Hanssen knew the FBI’s flaws that allowed him to
sell so much of our information WITHOUT getting caught.
These situations and more often fail at having context to
the situation (where attackers landed, where they went,
and where they have been). Without context it is impossible
to respond to an attack in the most appropriate way, often
costing the company millions of dollars.
In taking this view of what a cyber-criminal really is, ZERO
TRUST is a term that makes so much more sense. Zero Trust
is a way to build your security infrastructure, so everything
must authenticate in multiple ways to prove you are who you
say you are. We are kicking “Trust but verify” to the curb
for the more appropriate, “Don’t trust, verify everything.”
While there are more elements to Zero
Trust than what we highlighted here, it is
something that is making the “New Year's
Security Resolution” list for many of our
customers.

- Chuck Lerch
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and employees will easily know how to spring into
action.
So, to review, these are the quick actions that you
and your employees will need to take in order to
make a successful, robust disaster recovery plan:
• Get executive buy-in for the plan.

SHINY NEW
GADGET OF
THE MONTH

• Research and analyze the different systems in
your business to understand how they could

Peeps
by CarbonKlean is the
ultimate cleaning tool
for glasses – far better
than your traditional
rag, spray or T-shirt. It’s
compact, easy to use
and, most importantly,
revolutionary in its
ability to not only clean
smudges off your
glasses but also protect
them from the next
smudge.
Peeps uses state-of-theart carbon molecular
technology to remove
smudges and dirt at a
microscopic level as
well as keep your lenses
clear of contaminants
long after you use it.
To clean your lenses
with Peeps, simply brush
them to remove dust
and particles, wipe them
between the heads of
the tongs and enjoy
your crystal-clear vision!

D

ata is everything to a small business in this
day and age – which means if you lose
access or control of your data, you lose
everything.

possibility of a data disaster, it allows for crossfunctional collaboration in the creation process – a
necessary step if you want to prevent breaches in
all parts of your systems.

As dramatic as that might sound, the data backs
that up. According to several sources, 93% of
companies, no matter how big they are, are out of
business within one year if they suffer a major data
disaster without having first formulated a strategy
for combating it. And since 68% of businesses
don’t have any sort of plan for that worst-case
scenario, that means losing data would be a death
knell for most of the businesses in the country.

You need to account for all elements in your
tech systems when you’re putting together your
disaster recovery plan, including your systems,
applications and data. Be sure to account for
any issues involving the physical security of your
servers as well as physical access to your systems.
You’ll need a plan in case those are compromised.

Fortunately, your business does not have to be
one of them. By taking the following steps, you
can ensure that you have a rock-solid disaster
recovery plan in place.
Step 1: Know How A Disaster Recovery Plan Is
Different From A Business Continuity Plan
The main difference between these two types of
plans is that while business continuity plans are
proactive, disaster recovery plans are reactive.
More specifically, a business continuity plan is
a strategy by which a business ensures that, no
matter what disaster befalls it, it can continue to
operate and provide products and services to its
customers. A disaster recovery plan, on the flip
side, is a strategy by which businesses can back
up and recover critical data should it get lost or
held for ransom.
So, now that we have a clear, concise understanding
of what constitutes a disaster recovery plan, we
can dive into the steps necessary to create one.
Step 2: Gather Information And Support
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In order to get the ball rolling on your disaster
recovery plan, start with executive buy-in. This
means that everyone, from the CEO to the entrylevel employees, needs to be brought in on
executing the plan in case your company suffers
a data disaster. When everyone is aware of the

In the end, you’ll need to figure out which
processes are absolutely necessary to keep up
and running during a worst-case scenario when
your capability is limited.
Step 3: Actually Create Your Strategy
When everyone is on board with the disaster
recovery plan and they understand their systems’
vulnerabilities, as well as which systems need to
stay up and running even in a worst-case scenario,
it’s time to actually put together the game plan. In
order to do that, you’ll need to have a good grip
on your budget, resources, tools and partners.
If you’re a small business, you might want to
consider your budget and the timeline for the
recovery process. These are good starting points
for putting together your plan, and doing so will
also give you an idea of what you can tell your
customers to expect while you get your business
back up to full operating capacity.
Step 4: Test The Plan
Even if you complete the first two steps, you’ll
never know that you’re prepared until you actually
test out your disaster recovery plan. Running
through all the steps with your employees helps
them familiarize themselves with the steps they’ll
need to take in the event of a real emergency,
and it will help you detect any areas of your plan
that need improvement. By the time an actual
data disaster befalls your business, your systems

• Prioritize systems that are absolutely necessary
to the functioning of your business.

• Test your disaster recovery plan to evaluate its OUR SOLUTIONS
effectiveness.
Complete these steps, and you can ensure that your
business will survive any data disaster that comes
your way.

SOC Catch of the Month

Protecting Your Business From Data Disasters
‘Peep’ The World
Around You

be impacted.

T

he situation: A user downloaded software from
a torrent site that was compromised. There are
some dangerous torrent websites on the web
that might show you a lot of questionable intrusive
ads or even spread malware on your system.
Whichever torrent site you use, it's important to take
a few precautionary safety measures, such as using
a VPN, to keep your data safe and your identity
anonymous. When downloading software from
compromised sites businesses are at risk of having
compromised employee files, payroll information
and other valuable company data.
Analysis of the Incident: There were signs of an
internal endpoint sending out a signal to an external
server, which is indicative of a command and control
server communication. It is likely that cracked (illegal)
software was downloaded on this machine, which
potentially allowed this malware onto the endpoint.
Technical Details: "Shlayer" is a malware downloader
designed to disguise itself as a fake Adobe Flash
Player update, and various adware to potentially
unwanted applications to promote fake search
engines which spreads via BitTorrent file sharing
sites when a user attempts to click a link to copy a
torrent magnet link. This malware is also designed
to scan compromised hosts for macOS anti-cirus
products. This is certainly a malicious file, which
downloads a zip file onto the machine to gain
access to the host machine.Collaborate With Your
Employees.
Actions Taken: The SOC team preformed an
analysis on the pcap file, and did extensive OSINT
on the malware in question. The result from the
analysis ensured that this was not a false alert.
Recommendations were given to the user and client
to find and remove a file immediately to prevent any
further issues within their systems.
Threat actors have been turning to scripting
languages as a preferred means of both dropping
malware and executing payloads. That trend has
continued with some interesting innovations in
response to the static detection signatures now

widely in use both by Apple and other vendors.
Tarmac is distributed through OSX/ Shlayer,
Research shows that OSX/Shlayer is distributed
through various deceptive web pages which informs
visitors that their installed Adobe Flash Player is out
of date. When showing this message it encourages
uses to update it by downloading a file that will
infect a computer with the downloaded malware.
Removing viruses from your system can help avoid
an attack. To remove the Tarmac Trojan virus on
your Mac device follow these steps;
1. Remove potentially unwanted applications
from your "Applications" folder: Click the
Finder icon.
2. In the Finder window, select "Applications".
3. In the applications folder, look for "MPlayerX",
"NicePlayer", or other suspicious applications
and drag them to the Trash.
4. After removing the potentially unwanted
application(s) that cause online ads, scan
your device.
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